793 Plan Shareholder Report Out

Data Privacy and Security
GOAL: Provide and maintain a robust security environment to support the

protection and reliability of data.

DPOs

October 20, 2023
2:00pm

Agenda

Attendance: David Kajdasz, Bob Spino, Clay Nolan, Jeff Hazel, Marcy Brown, Joseph
Flegal, Frank Rizzo, Brian Zybala, and Scott Przywara

Topic Notes
\Welcome
e First ever Cyber Summit — January 25"
& 26" — District Admins and their
General Notes Meeting Announcements/Notes Privacy teams invited

793 Plan Objectives

e Data Protection Officer service —
meetings/actionable content that
provide participating districts avenues
for compliance with the Laws and
regulations.

o New — 2-hour meeting, then 1-
hour on NIST CSF
o New — Open the meetings to

Provide guidance regarding Ed Law 2D include the districts Privacy

compliance Team

e DPS - Tools through RICone for
software inventory, security and
awareness training, NIST, and digital
blasts and debriefs




Provide cybersecurity guidance and support

Regional Tech Coordinator Meetings —
Information provided on regional
cybersecurity posture, issues, and
improvements needed.
Enhanced Cybersecurity Service

o Information on Cybersecurity

risks
o Actionable reports
= IDS/IPS
= Vulnerability Scans
= Penetration Testing
= Phishing Testing

Suspicious E-mail

evaluation and malicious

notifications

o New -EDR, SIEM, and MDR
Vendors available through

service
o New — Cyber Summit 1/25 & 26

Closing Comments

Concerns:

DPOs need District Admin staff to hear
the same message about Detection and
Response
o Response: First ever Cyber
Summit to provide knowledge on
Detection and Response to
Admins and Privacy Team
DPOs want in-district support
o Response: Reviewing Avenues




